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1.  Introduction  

Organizations pursue identity management projects in response to 
short-term business requirements. It is common to see multiple, de-
ployments of identity management solutions in silos, alongside a set 
of fragmented identity management capabilities locked away in busi-
ness applications, information repositories and other IT resources. 
The SOA initiatives in place today will serve to break this trend and 
deliver the pieces needed by organizations for streamlining their 
businesses in an increasingly competitive climate. 

Continued supplier consolidation and the associated shift towards  
integrated identity management suites will mean identity  
management capabilities are delivered as shared services. SOA  
initiatives will accelerate this and will demand that common identity 
management capabilities such as authentication and authorisation 
can be exploited by business function and information services alike. 
The case for óDe-Stackingô the suites is strengthened and gathers 
momentum on the back of the SOA model where measurable gains in 
terms of productivity, security and cost saving can be achieved. 

Effective control of identity management services for a SOA will  
require the use of policies which define the identity-specific  
requirements of each interaction, such as how a consumer of a  
business function service must be authenticated or their rights to  
access particular information. Since these identity services depend 
on identity data, it will be necessary to maintain a reconciled and  
unified view of identity information. 

Business will increasingly drive the need for collaboration meaning 
there will be an increased demand for federation between  
businesses, so that once a user has been authenticated by one  
service, no further authentication will be required. Blueprints for  
identity management deployments must demonstrate clear  
separation of identity management concerns, with capabilities  
delivered as a set of distributed infrastructure services, underpinned 
by a federated identity data repository. 

As organizations adopt increasingly tougher security standards, users 
are required to remember longer and more complex passwords. This 
increases the likelihood that they will forget one or all of them and 
place a call to the Helpdesk for password resets across multiple  
environments. 
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With a dependency on nothing more than your Active Directory, 
FastPass Password Manager installs in a matter of a couple of hours, 
requires no expensive consulting hours, and delivers ROI from the 
moment the first user resets his or her password. It is the key 'first 
bite' in the Identity and Access Management project you dreamed 
about but believed would be too expensive. 

Typical deployment scenarios might include a user self service  
password reset deployment on the Active Directory for Kerberos 
enabled Single Sign-On from Active Directory to AS/400 or SAP.  
Alternatively, compliance could be the driver for making Information 
Workers responsible for their own login credentials.  

Whatever the reason, FastPass Password Manager is the first step in 
your Identity and Access project and delivers ROI from the first time 
Information Workers use the application.  

FastPass Password Manager will help you: 

¶  Strengthen security 

Passwords are never given out over the telephone and  
Helpdesk staff do not have to spend time verifying the user. This  
eliminates the non-secure practices around password resets 
and satisfies regulatory compliance legislation such as SOX and 
Basel 2 

¶  Boost productivity 

Because FastPass Password Manager users are able to reset 
their own passwords immediately and from anywhere at any 
time the end-userôs satisfaction increases as costly downtime 
decreases. All this because of the simple and secure  
self-service interface where users enroll with challenge  
questions against which they authenticate to reset forgotten 
passwords. 
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¶  Reduce operational costs 

FastPass Password Manager facilitates better cost  
management of the Helpdesk support staff, allowing them to 
concentrate on maintaining critical systems for the organization 
to optimize uptime and decrease administration costs. 

¶  Prepare for the future 

FastPass Password Manager integrates with any platform or 
application you have already invested in or plan to invest in.  
Using the .NET technologies, FastPass Password Manager is  
Active Directory, ADAM and MSSQL compatible for user  
storage and dovetails with Microsoft Identity Integration Server 
(MIIS) for an end-to.end password management solution. 

 

In conclusion, the FastPass Corp commitment to SOA based 
solutions for a óDe-Stackedô model that promotes the  
inter-operability between vendors and breaks the silo approach 
to Identity Management is both convincing and compelling.  

We continue to innovate and provide the tooling that both  
simplifies the choices you take in order to make your business 
more competitive and to help you reduce operational costs and 
increase efficiency. 

We look forward to being of service to you. 
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2.  Foreword  

Password management projects are facilitators of fast ROI that plays 
a critical role in the successful and speedy deployment of subsequent 
steps in identity and access management projects such as these 
listed below. 

¶ Role Management 

¶ Group management 

¶ Provisioning and De-Provisioning 

¶ Workflow Management 

¶ Cross platform password synchronization 

¶ Auditing and Reporting 
 
More especially, it has been seen by FastPass Corp that the careful 
positioning of FastPass Password ManagerÊ as a tool capable of 
returning fast ROI can and does open the door to bigger and more 
ambitious Identity and Access Management (IDA) projects. 

Whereas FastPass Corp would by no means wish to suggest that 
FastPass Password ManagerÊ could supplant the need for a full 
identity management suite deployment or replace the functionality of 
enterprise provisioning tools, it can in some environments and in  
conjunction with data integration and Meta Directory tools, prove itself 
a worthwhile low cost starting point for gaining the óQuick Winô that full 
suite deployments cannot deliver. 
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3.  Product Overview  

3.1.  FastPass Password Manager  

In brief FastPass Password ManagerÊ offers an integrated and 
non-intrusive solution approach where the users are empowered to 
enroll themselves with their own challenge-response choices in order 
to reset their passwords whilst all the time directly leveraging the  
features and policies of Active Directory. 

The biggest concern when deploying a new tool interfacing  
seamlessly with the directory is the impact on users. Disrupting the 
work of users in any way can overwhelm the Helpdesk with calls and 
create an increased need for support. This toolôs objective is to cut 
the calls to the Helpdesk in order to fully exploit the ROI potential. 
The nature of de-stacked toolsets such as FastPass Password 
ManagerÊ allows for addressing discrete problems without the  
investment needed for deploying an integrated enterprise solution. 

The deployment of web browser based FastPass Password  
ManagerÊ maintains transparency for network and internet users 
alike and allows the organization to continue in the drive to improve 
services linked to Active Directory. Options exist with FastPass 
Password Account ManagerÊ for pushing password resets in  
Active Directory to other vendor systems, platforms and applications 
with a web services based interceptor and dispatcher tool developed 
by FastPassCorp and using the Microsoft .NET framework  
technology. Password changes can be propagated using either 
Microsoft Identity Integration Server (MIIS) or FastPass  
Password Account ManagerÊ connectors. 

FastPass Password ManagerÊ supports SAP Portal and  
Microsoft Share Point solutions by utilizing an SOA web service  
interface towards the FastPass Password Manager engine. 

The combination of these utilities increases the breadth and scope of 
a password management project into supported systems including 
AS/400, RACF, Oracle, Unix, Linux, SAP (4.6 and beyond), Open 
LDAP and LDAP Connectors for SunOne, Domino and Tivoli Access 
Manager. More connectors are on the way. 
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Pushing password changes through user self-service basis has  
proven benefits for cost management in respect of Information  
Worker and Helpdesk productivity alike. The installation files are less 
than 6 MB and deployment can facilitate a simulated single sign-on 
using Active Directory authentication to third party applications and 
platforms.  More accurately defined as a reduced sign-on tool where 
all applications and platforms require individual login with a common 
synchronized password, FastPass Password ManagerÊ is equally 
at home as a front end self service solution integrating with enterprise 
Identity Management offerings such as Microsoft Identity Integration 
Server (MIIS) or Tivoli Identity Manager, as it is in front of a Kerberos 
based Active Directory authentication to AS/400 or SAP deployment. 
The low cost deployment addressing what industry analysts call the 
ólow hanging fruitô of an enterprise password management problem 
delivers the bite sized approach for quick results and immediate ROI. 

 

3.2.  Strong Authentication  

Integration with Entrustôs IdentityGuard strong authentication product 
via a FastPass Corp developed self service user interface integrated 
into the FastPass Password Manager web UI compounds the value 
of both products and they jointly follow a philosophy of utilizing  
Microsoft Active Directory as a common profile platform. 

Granular deployments of IdentityGuard can be effected easily for dis-
crete workloads according to transaction risk which helps retain the 
value add of a óQuick Winô through deploying without dependency.  

Entrustôs support of .Net 2.0 and a Windows based IdentityGuard 
server means that uptake in the Microsoft market is likely to be more 
appealing than ever before. 

FastPass Corp believes this to be a highly compelling offering and 
will continue to drive home the value of this collaboration. 
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3.3.  Bridging the Vendor Gap  

Synchronization and Connectivity Architecture 

Synchronization across multiple platforms is dependent upon  
connectivity to other platforms and FastPass Password Account 
ManagerÊ uses a component based scalable architecture fully  
utilizing web services in an interceptor and dispatcher based product. 

Further development of the web services connector architecture is 
underway and currently supports the following platforms: 

¶ Microsoft Active Directory 

¶ RACF 

¶ LDAP for Tivoli Access Manager, Lotus Domino and SunOne 

¶ IBM Directory Server 

¶ Oracle 

¶ MySQL 

¶ Unix 

¶ Linux 

¶ SAP (4.6 and beyond) 

¶ AS/400 
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4.  Technical Description  

4.1.  In brief  

Technically FastPass Password ManagerÊ is a set of .NET 2.0 
based applications using ASP pages served from Microsoft Internet 
Information Servers (IIS) and implemented in a Service Oriented  
Architecture (SOA). 

Conceptually the FastPass Password ManagerÊ server is split into 
three major components:  

¶ the Client Component 

¶ the Server Component  

¶ the Infrastructure Component  

These three components communicate internally using encrypted 
web-services and can be installed on the same or on different  
physical servers. 

The simplified architecture is as shown in the following diagram. 

User

Workstation with

Internet browser

Server running

Client and Server and

Infrastructure Components Domain Forests

 

Due to the fact that the product is a totally web based application 
there is no software installation requirement on the desktop client. On 
the server side also, the application is scalable in a way that it in 
small organizations can be put on top of an existing IIS server and in 
large organizations it can be spread over multiple servers giving the 
highest possible performance, reliability and security. 

4.1.1.  How does it work?  

Basically the application can be configured to adapt to any number of 
requirements and security policies and can be used in many different 
scenarios with different authentication methods. 

The Challenge/Response authentication method is the most widely 
adopted by our customers.  
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Before going into a description of the various authentication methods, 
the features and a breakdown of the architecture let us first describe 
a scenario for the most important function that the application  
provides:  

The Password Reset function.   

When a user has forgotten his password and wants to perform the 
Password Reset operation, he must first of all provide a known user 
ID on a registered domain. The account that is identified using the 
provided information and the network from which the operation is per-
formed decides a set of authentication methods that the user must 
pass through before he is permitted to continue with the password 
reset. The user is presented to one authentication method at a time 
and cannot either select between or skip the possible authentication 
methods. 

If the user succeeds in responding correctly to the presented  
authentication methods the application will ask for the new password 
and then continue the process by performing an administrative  
password reset to a random generated password. The application will 
then try to perform a user password change by using the memorized 
random generated password as the old password and resets the 
password to the one which the user has provided. This last operation 
is performed as the user account performing the operation and this  
ensures that all AD group policies and all custom made password  
filters can reject the user selected password. If the password from the 
user gets rejected by the system, the userôs account is still protected 
by the random generated password. 

 

Illustration of the Password Reset operation   

 

Identify User Authenticate User New Password

More authentications?

Reset Password 

in AD

Implement new 

Password in AD

Redo authentication!

Redo New Password!Redo indentification!

 

 

This description gives an outline of what the application is actually 
doing and what components the application is in touch with through-
out its operation. To ensure the understanding - lets just repeat the 
steps once again: 
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1. Check if the user account exists and is not disabled in the AD. 

2. Identify Authentication methods using group membership and 
IP-address. 

3. Execute Authentication method(s). 

4. Get new Password from user. 

5. Reset Password for the account in AD as an administrative 
user. 

6. Implement new Password as the requesting user and get  
direct response from AD group policies and implemented  
filters. 

 

4.2.  Technical Details  

4.2.1.  The architecture  

The architecture of FastPass Password Manager consists as earlier 
described of three components;  

¶ the Server Component 

¶ the Client Component 

¶ the Infrastructure Component 

 

Illustration of base components 
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4.2.1.1.  The Server Component  

The core functionality of the product is implemented in the Server 
Component. Responsibilities include: 

¶ Acceptance (authorization) of Client Component instances. 

¶ Communication with the Client Component (SOA). 

¶ Acceptance (authorization) of Infrastructure Component in-
stances. 

¶ Communication with the Infrastructure Component (SOA). 

¶ Input/output to the central data storage (AD/AM). 

¶ Configuration storage (XML files). 

¶ Credential storage of system accounts (Encrypted files). 

¶ Coordination of all transactions. 

¶ Session control. 

¶ Authentication based on utilization of Infrastructure  
component. 

¶ Authorization based on users group memberships. 

The Server Component is typically installed on a server together with 
the Infrastructure Component but can also be installed on the same 
physical server as the Client Component. 

4.2.1.2.  The Client Component  

The presentation functionality of the product is implemented in the 
Client Component. The Client Component is restricted to communi-
cate using the standards defined by the Server Component.  
Responsibilities include: 

¶ Communication with the Server Component (SOA) 

¶ Presentation of screens enabling users to execute the  
operations implemented by the Server Component. 

¶ Local authentication of users if needed as in the Service  
Provider Edition. 
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¶ Credential storage of system accounts as needed in the  
Service Provider Edition (Encrypted files). 

¶ Configuration storage if needed (XML files). 

¶ Browser session control. 

The Client Component is typically installed on a separate server but 
can also be installed on the same physical server as the Server and 
the Infrastructure Component. 

4.2.1.3.  The Infrastructure Component  

The technology integration functionality of the product is implemented 
in the Infrastructure Component. This means that communication to 
and from almost all third parties that the product integrates with goes 
through the Infrastructure Component, including the communication 
to and from the Active Directory. The main purpose of the Infrastruc-
ture Component is to make the technologies that the application 
builds on transparent and uniform to the Server Component. Respon-
sibilities include: 

¶ Communication with the Server Component (SOA). 

¶ Transport of data to target systems. 

¶ Identification of transport routes to target systems. 

¶ Fault tolerance of transport to target systems. 

¶ Authentication to the next-next point in the transport route. 

¶ Credential storage of the next-next account information  
(Encrypted files). 

¶ Configuration storage if needed (XML files). 

The Infrastructure Component is typically installed on a server  
together with the Server Component but can also be installed on the 
same physical server as the Client Component. Furthermore the  
Infrastructure Component can be installed on servers that provide 
safe routes to the backend servers running the Active Directory or 
other user repositories. 

In the illustrations presented throughout the rest of this White Paper 
the Infrastructure Component is often referred to as Password  
Manager Gateways and Password Manager Connectors or FastPass 
Connectors. 
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4.2.1.4.  The full architecture  

The illustration following this section gives an example of an  
implementation. 

The Server Component and the Infrastructure Component are in-
stalled on a physical server and the Client Component is installed on 
another physical server. 

The Server Component stores data in a local AD/AM installation and 
utilizes the fault tolerant Infrastructure Component when needing  
information from the AD and this then delivers a route to the  
requested source (server).  

Architecture Sample 1

PM Client

PM Server

&

PM Gateway

AD/AM Workstation

Workstation

Workstation

Workstation

Workstation

Domain Forest 1

Domain Forest 2

 

The data stored in the AD/AM data store is best described as links to 
the real data (in the Active Directories) and the same goes for the  
data needed by the Password Manager server, such as the  
Challenge/Response data. Account status, passwords and any other 
information is always validated by connecting to the real user  
repository and no periodic synchronization is needed between the 
AD/AM data store and the Active Directories. 

Users are connecting their browsers to the Client Component that 
communicates with the Server Component using encrypted web-
services. 

It is important to note that the Server Component, by utilizing the  
Infrastructure Component, has no binding to a single Domain or  
Domain Forest and that Multi Forest support is thereby a delivered 
feature.  
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The fault tolerant Infrastructure Component, the multi forest feature 
and a fully SOA based architecture are features that large organiza-
tions today require in order to ensure a solid and reliable solution that 
has the flexibility and scalability to meet the requirements in todayôs 
ever changing business environments. 

4.2.2.  Multifactor authentication support  

The FastPass Password ManagerÊ application supports several 
authentication methods and more will be added down the line.  
Currently the supported methods are: 

¶ Username/password 

¶ Challenge/Response questions 

¶ Light Challenges (such as last 4 digits in Mobile number) 

¶ Challenge Code delivered by SMS 

¶ PIN Code delivered by Helpdesk staff (HD-PIN) 

¶ Entrust Identity Guard Grid Cards 

All authentication methods can be used either equally or stacked and  
thereby implement multifactor authentication. In conjunction with this 
security administrators can implement different settings for different 
users using their group membership and they are also able to  
implement different settings dependent on the network from where 
the operation is performed.  

Examples of this could be: 

¶ A normal user was only requested to answer correctly on his 
challenges. 

¶ An administrative user was requested to pass the  
Challenge/Response and the Challenge Code delivered by 
SMS when performing the operation from the corporate  
network   

¶ An administrative user was requested to pass the  
Challenge/Response, a Light Challenge and the Challenge 
Code delivered by SMS when performing the operation from 
an insecure network, e.g. the Internet. 
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The configurable multi-factor authentication feature can have a huge 
impact on the security implementation and should be considered be-
fore implementation of FastPass Password ManagerÊ. The impact 
of less secure authentication can be fatal thus enabling persons to 
authenticate and change the password of other users. 

4.2.3.  Service Provider Support  

As described earlier the Password Manager Server Component is not 
coupled to a single AD and the Infrastructure Component enables the 
server to communicate with remote Directories in a reliable and  
secure way.  

Furthermore the FastPass Password ManagerÊ product currently 
supports six major European languages as well as supporting  
multiple organizations each having its own configuration, look-and-
feel and utilization of Infrastructure Components. The feature is  
referred to as ñService Provider Supportò but is also relevant to what 
is needed by large enterprises to operate its own subsidiary  
companies (with their own registered domains) from a central  
location. This offer is absolutely unique in the market. 

The drawing below illustrates a scenario utilizing the Service Provider 
Support feature based on centrally shared servers. 
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The scenario utilizes two centrally placed servers. On the first  
computer the Password Manager Server Component is installed  
together with the Infrastructure Component (PM Gateway) and on the 
second computer the Password Manager Client and the Password 
Manager Client (service provider edition) is installed. Both servers 
have IIS running and all components are running as web-services 
communicating via SOAP over HTTP using SSL.  

The Password Manager Server has a local AD/AM configured where 
it holds information about enrolled users and their challenges. There 
is no direct relation between this AD/AM and the directories existing 
at the customerôs sites but at the time of enrollment of a user where 
the user can authenticate to an account on a customer directory a link 
to that account is registered in the central AD/AM together with the 
challenges. All account operations are done at the customerôs Active 
Directory and the Password Manager application does only the  
transporting of data but does not save or cache vital data such as  
account status or password. 

Access to the customerôs directories is through the FastPass  
Infrastructure Components. SSL must be enabled on the Windows 
AD. This is typically not the default configuration but it is a require-
ment for security reasons. 

More implementation scenarios are available in chapter 4.3. 

 

4.2.4.  Enrollment  Services  

The key to a successful Password Management implementation is 
user involvement. Awareness of the solution is critical and to assist in 
this operation the Password Manager Server Component includes a 
feature referred to as Enrollment Services.  

Enrollment Services is a tool that can be configured to send  
notifications (e-mail or SMS) to users found in the Directories who 
has not yet enrolled themselves. The tool is configurable from the  
Administrator Client and various profiles can be set up so that  
enrollment is only forced in a manageable order.  
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A use case example of a configuration profile could send e-mails to 
users that are members of a Domain Administrators group who are 
currently not enrolled. This could be executed every Thursday  
morning in a 4 week period and end up with a reset of the password 
or a lock of the account. Another configuration profile could send  
e-mails to users who are members of a Location B Users group and 
still not enrolled. This could be executed every Friday morning. 

Every configuration profile can use various pre-configured messages 
or utilize its own custom messages. 

The Enrollment Service feature of the FastPass Password Manag-
erÊ product is a valuable feature during implementation to ensure all 
employees are enrolled. 

 

4.2.5.  Windows Client  

Users may work from remote locations with only a single workstation 
or users may work in shifts so that no workstation is immediately 
available when a user has forgotten his password. To support this 
scenario the FastPass Password ManagerÊ product can also  
include a feature that extends the Windows GINA. The feature  
customizes the login dialog by putting a button on it which opens up a 
very restricted kiosk mode application that can only be used to  
connect to the FastPass Password Manager Client Component  
server. 

The application can be distributed using various software distribution 
methods where the installation is performed with administrative  
credentials. 

 

4.2.6.  Integrations with I DA Solutions  

The functionality provided by FastPass Password ManagerÊ  
product does by no means compromise other Identity Management 
initiatives. 
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In continuation of the Password Reset scenario described earlier in 
this document if the user successfully changes the password it can 
be captured by mechanisms like the Microsoft Password Change  
Notification Service (PCNS) and propagated to a Microsoft Identity 
Integration Server (MIIS) which uses installed Management Agents 
(MA) for the delivery of the new password to connected systems.  
Alternatively it can be captured by the FastPass Password Account 
ManagerÊ that will distribute the new password to its known  
systems via the same Infrastructure Components that the Password 
Manager Server Component utilizes. 

The following diagram presents an overview of the layered  
architecture from the Password Manager to the Active Directory and 
down to the target systems for the reset and synchronization of 
passwords. 

AD 

Primary Domain 

Controller

PCNS

FastPass Interceptor

Independent 

Server

AD Member Server

MIIS

Password Propagation

MS SQL

FastPass

Password Account 

Manager ( Engine)

SAP AS/400 LDAPUNIX Exchange Oracle MS SQL AD

Password Propagation

Password Reset Layer

Password Synchronization Layer

Target System Layer

FastPass Connectors ( Selection) Microsoft MIIS Managed Agents (MA) ( Selection)

password reset

Password Manager 

Server

Password Manager 

Gateway

 

The diagram shows a hybrid environment with a FastPass  
Password Account ManagerÊ and an MIIS installation. It is possi-
ble to install either MIIS or FastPass Password Account Manager or 
both. The installation can be on one or on separate machines. 

The benefit of the hybrid deployment model is that a combination of 
MIIS and FastPass Corpôs SOA technologies gives maximum  
coverage in heterogeneous environments that maybe as yet  
un-supported by óoff-the-shelfô MAs from Microsoft. 
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It must though be stressed that for FastPass Password ManagerÊ 
to effectively distribute passwords throughout the enterprise there is 
no dependency of a MIIS deployment. 

 

4.2.7.  Administration Client  

Ease of administration and alignment to business process is a key 
factor in the design of the FastPass Password ManagerÊ product. 
This is especially visible in the Administration Client interfaces. 

The Administration Client organizes its settings by organization and 
derived hereof the initial resource to register is the organization, 
which has attributes such as Name, purchased number of seats, 
enrolled number of seats, business contact, technical contact, Admin-
istrator list,  and others. 

As soon as an organization is registered Security administrators can 
control the settings of the Password Manager applications for the 
specified organization. Some of the settings that can be configured 
are: 

¶ Authentication profile settings. 

¶ Action profile settings. 

¶ Log settings. 

¶ Notification settings. 

¶ Enrollment Service settings. 

¶ Client component settings. 

¶ Infrastructure component settings. 

 

The Administration Client is implemented just as the standard Client 
and authorization is handled by membership of AD groups.  
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4.3.  Deployment Scenarios  

FastPass Password ManagerÊ can operate in various environ-
ments and configurations. When it comes to storing of data that the 
Password Manager server needs to associate to a user, e.g. the 
Challenge/Response data, the configuration can be one of the ones 
listed below. 

¶ It can be 100% Active Directory based. 

¶ It can utilize the functionality provided by Microsoftôs LDAP  
offering (AD/AM1) for storing data. 

¶ It can utilize other Directory or Database systems, e.g. 
MSSQL. 

Each store is at the customers own choice however but the AD/AM 
based deployment, is the one that one would expect to be the default 
or most frequently used. Administrators often prefer to avoid schema 
changes to their existing AD or AD/AM instances and therefore prefer 
a new AD/AM instance to be used. 

In the following sections various deployment scenarios will be  
presented. In common for all diagrams is that they have focus on  
displaying the FastPass Password ManagerÊ implementation and 
not the Microsoft AD or other vendorôs implementation. How  
Microsoft AD is structured and does its synchronization between  
domain members is not in the scope of our illustrations. If you, as a 
reader, have questions regarding this in combination with the  
Password Manager please donôt hesitate to engage FastPass Corp 
professional services. 

 

                                            

1
 AD/AM: Active Directory in Application Mode 
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4.3.1.  The Domain coupled scenario  

In the first scenario, which we refer to as the Domain coupled  
scenario, schema changes have to be deployed to every domain  
forest that FastPass Password Manager operates on and a separate 
server must exist for each domain forest. As the application needs 
the schema change in the Active Directory (and this is not always  
acceptable by System Administrators) the application can also, as 
discussed earlier, utilize AD/AM for storing data such as the userôs  
challenge questions. 

Where AD/AM is being used, the schema changes are installed on 
the AD/AM and not on the AD. The password change will continue to 
be stored in the AD and not on the AD/AM instance. Password syn-
chronization to the AD/AM and the synchronization of the user ob-
jects from the AD to the AD/AM must be done manually or through a 
MIIS MA. 

 

As illustrated, no central user repository is defined. Data is only 
stored in distributed ADôs. 

This scenario is thought as best for small organizations with a single 
Domain Forest. 

 

4.3.2.  The Large Enterprise scenario  

The Large Enterprise scenario illustrates how large organizations 
consisting of multiple sub-organizations can implement FastPass 
Password ManagerÊ. 


